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/| Revision Note: This document has been advanced from Rev. E to Rev. F to align with the
companion document suite (MES-PO-TC-001 Rev. F, MES-PO-EXPORT-001 Rev. F, and MES-
PO-FARDFARS-001 Rev. F). The Purchase Order Terms and Conditions (MES-PO-TC-001, §15
and $20g) reference this annex; all documents in the suite are now at Rev. F.

This Cybersecurity Flowdown Annex forms part of the MES Technologies, Inc. Purchase Order
Terms and Conditions (MES-PO-TC-001, Rev. F) and is incorporated by reference whenever
DFARS 252.204-7012 (or related cybersecurity clauses) is identified as applicable on the face of
the Purchase Order or in any Buyer-issued flowdown attachment.

1. Applicability

This Annex applies whenever the Purchase Order involves, or is reasonably expected to involve,
access to, storage, processing, or transmission of Covered Defense Information (CDI),
Controlled Unclassified Information (CUI), or any other information requiring safeguarding
under U.S. Government cybersecurity requirements.

2. Seller's Obligations

Seller shall, at its sole expense:

a. Provide adequate security on all covered contractor information systems in accordance
with DFARS 252.204-7012, "Safeguarding Covered Defense Information and Cyber Incident
Reporting."

b. Comply fully with NIST SP 800-171 security requirements for all applicable information
systems.

c. Maintain a current summary-level score for its NIST SP 800-171 assessment(s) and ensure
that score is posted in the Supplier Performance Risk System (SPRS) at
https://www.sprs.csd.disa.mil/ in accordance with DFARS 252.204-7020 prior to accepting this
Order (and keep the score current thereafter).



d. Achieve and maintain CMMC Level 2 certification (or the higher level specified on the
face of this Order) prior to handling any Covered Defense Information.

e. Comply with all applicable Cybersecurity Maturity Model Certification (CMMC)
requirements at the level specified on the face of the Order or in any flowdown attachment
(DFARS 252.204-7021).

f. Implement the basic safeguarding requirements of FAR 52.204-21 for any covered contractor
information systems not otherwise subject to DFARS 252.204-7012.

3. Representations and Warranties
By accepting this Order, Seller expressly represents and warrants that:

¢ It has implemented the NIST SP 800-171 security requirements (or higher, if required by
CMMC) on all applicable information systems.

e Its current NIST SP 800-171 assessment summary score is posted in SPRS and remains valid.

e Itwill maintain compliance with all applicable cybersecurity requirements throughout the
performance of this Order and for any period required by law or the Order.

4. Cyber Incident Reporting

Seller shall report any cyber incident that affects Buyer's information, CDI, or deliverables to the
DoD Cyber Crime Center (DC3) within 72 hours of discovery, as required by DFARS 252.204-
7012, and shall simultaneously provide written notice of the incident to Buyer.

5. Flow-Down to Sub-Tier Suppliers

Seller shall flow down the substance of this Annex (and all applicable DFARS/FAR cybersecurity
clauses) to all sub-tier suppliers and subcontractors that will handle CDI, CUI, or other sensitive
Buyer information.

6. Right of Access and Audit

Buyer, its customers, and authorized government representatives shall have the right to review
Seller's compliance with this Annex upon reasonable notice.



7. Remedies for Non-Compliance

Failure to comply with any provision of this Annex constitutes a material breach of the
Purchase Order. In addition to all other remedies available at law or under the Order, Buyer may
immediately terminate the Order for default and seek all resulting damages.

8. Survival
Seller's obligations under this Annex survive termination or expiration of the Purchase Order
for as long as Seller retains or has access to any CDI, CUI, or Buyer information.

Incorporated Clauses (by Reference)

Clause Title

DFARS 252.204-7012 Safeguarding Covered Defense Information
and Cyber Incident Reporting

DFARS 252.204-7019 Notice of NIST SP 800-171 DoD Assessment
Requirements

DFARS 252.204-7020 NIST SP 800-171 DoD Assessment
Requirements

DFARS 252.204-7021 Cybersecurity Maturity Model Certification
(CMMC) Requirements

FAR 52.204-21 Basic Safeguarding of Covered Contractor
Information Systems

Full text of all FAR and DFARS clauses is available at https://www.acquisition.gov.

Additional Resources *(for Seller's Convenience)*

Resource URL

NIST SP 800-171 Rev. 3 https://csre.nist.gov/publications/detail/
sp/800-171/rev-3/final

DoD CMMC Program https://dodcio.defense.gov/CMMC/

Supplier Performance Risk System (SPRS) https://www.sprs.csd.disa.mil /
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